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(CBCS) Examination, May/June, 2026
CYBER SECURITY
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Instructions :

B The Question Paper is divided in five Units. Each unit carries an internal
choice.

% Attempt one question from each Unit. Thus attempt five questions in all.

: 3. All questions carry equal marks.

4. Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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What is Information Security ? Describe the components of information

security. Explain its importance in modern organizations.
(3941/Or)
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Define security threats and vulnerabilities with examples. What is

malware ? Explain different types of malware.

(E&E I/Unit II)
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What is a firewall ? Explain its types and benefits. What is a VPN ?

Explain its working.
(3194/Or)
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What is cryptography ? Explain symmetric and asymmetnc key cryptography

Discuss database security and common threats to databases.
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What is Cyberspace ? Explain its significance. Discuss cloud computing
security issues and challenges.
(a’/Or)
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Explain methods for attack prevention using strong passwords. How can
users protect themselves on social media platforms ?
(F&®E IV/Unit IV)
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Define cybercrime and explain its characteristics. Discuss different types of
cybercrime with examples.
(3A9gar/Or)
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What are security threats to e-commerce systems ? What is a digital

signature ? Explain its process and importance.
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What is cyber law ? Discuss the IT Act, 2000 of India and its key features.
(3r94r/Or)
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What are the categories of intellectual property ? What rights are protected

under intellectual property laws ?
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